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each other, the access request from the MASC 5 is 
confirmed. 
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PURPOSE: To provide the client authentication system 
where discrimination information used for authentication 
between a client and a service presenter cannot be 
stolen by the third person by dynamically generating 
this discrimination information in both of the system on 
the client side and the system on the service prersenter 
side. 

CONSTITUTION: A key management part 18 of a system 
on the service presenter side generates an individual 
key K corresponding to a MASC 5 conected to a service 
client 6, which requests access, and reports this 
individual key K to an authentication part 15. This 
individual key K is preliminarily stored in the MASC 5. 
A random number generator 20 generates random 
numbers R and not only transmits them to the MASC 5 
but also reports them to the authentication part 15. The 
MASC 5 ciphers these random numbers R by the 
individual key K and returns them to the system on the 
service presenter side. Meanwhile, a ciphering part 151 
of the authentication part 15 ciphers random numbers R 
by the individual key K. A comparator 152 of the 
authentication part 15 compares data ciphered by the 
ciphering part 151 and ciphered data transmitted from 
the MASC 5 with each other; and if they are equal with 
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(57) [Sffi] 

WcMA S C 5 ^Mt^fiMK^ML, Z<D 
«BiJ«KS:BBE«l 5fc:»*g-r5o cicofflBUIitt, ^ 

MASC5^t^£tuTl^ 0 aSfc*^»2 0 
f*. aftRSr^fiRLT, MASC5l:Mt5i:tt 
(Cl, SBESB1 5(^ii*p-t-5e MASC5(i, r 

RSrlBB'J«K^J:oTBt-i|-ft:"t:5e ^ LT, KBEfflS 1 5 
<Z>H:tt»l 5 2fct, llff-SHfcgIS 1 5 1 asflF^ffcUfc-T*--* 
ir M A S C frb mm * ;ft/C * fcPf -SH fcx ■ — 9 & \%Mt L 





mm? v hi-Huiea**^ff -rsis 1 <z>ai«*a 

SufEfg l ^BBEiP i ffirffi* 2 <^»E^ ir &ktm LTpfij* 
&LTVnS«^(^SK^ 7^7yh^b©7?t7 

mm? ? 4 r> m*. 

mm?*- 9 m'&mw \zlt?±x s* 5 t ^ * g* 
n 2 <E>s«#a t , 

iiulEgS 2 (Dm- X o THfffBa»SrBff^t;i-S - t i- <t o 

mm^r-^m^m^mmm 2 ^buh^^m -t z>m 2 

[»**2] SuH5T^ir^S*^afi, mffBT^ir^S 
aSrffifffi^-^WJS&ISttf-iiftii-S £ 1 fete, 
^DX-T 5 r £ fc J; 9 MIEm 1 ©«S:^i-5 £ t 

-?%mm? y^r^h ^mm-tz r t t-t- 5» 

*^l!2®0^ TV hBBEV^x-^o 

-?%mm? ysfT^bizmmiTztk <>k, 

8MB* ?-<rrv httBiriartF^fcSixfcBirBET*— ^Srtt^ 

ft-r s » 1 <z>«-5j-{ t *a *« AsriSrwmttsiii* 

[91**5] «rffi7 ? -#Wi|S&3SIEttmiE7 f -^S:««-fb 
*3 0DBiP*{b*aS:«B*.TVN5i: t fed. 



(2) ^ffl^P 8-305662 

2 

12» 2 o»d J:o T«*{fT SJB 2 0>»£f 

SuBBlS 1 ^^^2 (Dm^b^ai- J; o t 

t S jftfctfriEJB 3 <om\z. «t o TffirfBrtf-JNfc S frfciT* 

10 (C, 

— ^co^W^g^^^nTVN^MISPt^b^tL^^- 

* & mmm 3 <z>«&^Tttt4Hti-5 as 3 C9»#ft^a 

* 3 co«#{k^aic <t o T«*Ht * JxfcT*- * SrB(flE« 
35*f¥» J; o TMff 3 JtxfcflWBJS 3 ^)@^J;otB§^ 
fbt-£lR3 0f^{b^a^ 

m 3 ooPf-^fb^a^ J: o Tfff-SHb $ ^fcT 2 -^ ^ffi^ftu 
IB*MftftBt^»«-*-S #i2^a i: ^5 Mife 

[it** s] mm?y4T^b^ mmf-^^^m-r 

i^zr— >^«f|ji:^e>«^*n5 i t fete, 

4>* < t fc«rsa«»«F*azitffiWEiB 2 <oi«*fb^att 

S^— ^SrSff-rs^ 7^7V *Ei£v' 
^^^{Ji*5Jt5^5>r T V hBBE^&t^*5VNT, 

T V ht^g BSr»B'Ji-SB6H'J««S:W-LTB(r 

lt r ooa^^mfis^ 7>f7yh fcasu-r 5 1 1 

fcfc, BlriB«BW«le»«-r*»l«)»;:J:oTfflrlEa 
40 WcSrBtf^kUTlBl ^>»BE^^Se*L, 

SulB^ 7^7V FfimflS^ 1 cogti: 1^— rt^^^r-T^ 
coir LTi^«)««FLTV^® 2(^«^J:oTB9fEa»Sr 

^itLxm2<Dmm^mmirz>tbh^ room 2 
m^t^)^m\^xm^—m^m^mm? yAT> 

h^e>©7^t^SWSfeofcri:tSEt5riS» 

50 [0 0 0 1] 



(3) 



&ffl^8- 3 0 5 6 6 2 



[0 0 0 2] 

fct, • ^-^ ■ K^S:*t Witts ^i^^/u 

if 3&» £ tL/cR^J KB* $ HfcF^CO nyfy 

[0 0 0 3] «t 5 t£7 s *J9fl' • y=V^" • >f i/9 

*&»W S * V rco^f^^^^ h7^ft 

[0004] z<D£5te&m<n&ffi&te£ft<z>zb\z£ 

[0 0 0 5] ^fA«»l:Sfcotli Hit** 



[0 0 0 6] 

j fi/#si' • r-r ^~ • i/9 7^7^^ - ^^r^C 

fc^i^^T^-* (#Jx.fef, ^ i^s> K#-§", 
«firP 30 $:lgLTV^^gHt^rti^f 

[0 0 0 7] ba>L&as£>. rcoi 5* i d^— Kl-J; 
SBE^^-Cta, I D^ - K^SHfiaotM 
ixfc»^fc*5V ^ r <Dm=&K i^SSffl SrRifc"*-* 

20 [000 8] ^rt\ **wco*i<^BIStt, if 
SIKS'Jtf T hftiJ^/^T^ ^ i: if - tr^S«# 

[0 0 0 9] ^/c, ^*fi* I Dn— KtJlioTSaESrfT 

[0 0 10] b^L*dSfe, H^BSt-»BES:fT5o 

[0011] t^t?, *3SM(?5*2 69lija«. ^.-if^ 

[0 0 12] 

50 [^^^*-rSfc^(7)^a] 




5 

r y MBIv'^r a^I l _L!E® l cog» M 

r <£> x — * fft^B a ^ iift - y ^ ^ ^ * — ^ S: ^ l r ia 

6^lcoii£ffi;^6gi!ii;^<t:, SulE^^^TVh^ 

1 c^BSE^ mmm 2 ^BBE^P ^r^© LtW^-s 

«Srg«"t-5JB2^>Sft*ai:. BMB* l <omtm—(D 20 
*2(D«IS:«»f 5»»«p#ai, HulE^2(7)®{cJ:o 
XwmUM^^it-r^ £ t J- J; o T BiriESS 2 ^BfiE^ 
£W^lT6fg2<7>B£^b^a<^ WIE^-^#MS&K«^ 
itufEg? 2 <z>BBE^«ri£{f 2 (Dmit ^®:t 

[0013] HuBar^-t^s**af*, mmm-t^m 
& r ^ mmm 1 ^«sr^-r § * 5 it t ^ 30 

[0015] huS5^— ^«t^3£fi«ie#^**bfcHuia'7 ? 

*WS) o 40 

[0016] BiriB^-^eMesattfflriE^— *ar«#{t 

»3(Z>Rff^fb^a&ffi;tTV^£ i: fcfc, ftfifE^^T 
>- h WHu8EBSP#lb*ixfcBulEffi 3 cq®^Bu|2^ 2 
J:oT«^ti-6»2<0*^t*aS:«*., wimmiv 

«^t*a»4^<o» 2 w«^-fb#a^ «t o -c«#fb s *t 
[0017] m^-^mmmm^ wmmtHtzhtz 




6 

*r—9 3 <0«&flj^TtB#fbi-a» 3 <z>a#<t 
?at, ^3co^^5E*f-r^^jEtf^ai:, m3<Dm^ 

jcoT js^t * nfcmriBiB 3 <^i$t- j;ot ns^-fb-r £ IB 3 

^»ff 4Hfc*a £ , * 3 <z>«f#f b^afc J: o rnt^b £ *l 
fc^— ^&ffi^mrlE»»3£at-»iW^5*ii^ai&M 

Ts/^T^Sttti^ l*#fbLfc«&*:C>««3E*r 

[0 0 18] **3, itufE^ 3 <E>ffl^fb*a, BufE«!E*f 

*a, 9trfEfB3<ortp#ft*a, xtwtria»i&#a«:— 

Jfe) o *«MKJ:S^ 7^7 y bBtE**tt, ±!EJg 1 
- * Sdii -r ^ d *5 tt S ^ 7 >T T ^ h BBKfrjfe id*3 v ^ 

ftLTll^liET-^MU SfffE ^7^f 7y h hu 12 
mi^Sii:^-rt^^*-r5 fecoi LT^^^>««rb■rv^ 

612 ooitt^ «£ o x ffirisatBcSrBff^b iti 2 osaE^ 

t^t^-r^i: tfcjci, r(D^2^Ig|iE^^Hfj|By :: -^#t 

(SB2oawHS:»*i-^fc«>^a) ^mm^mm^v 

>f7yhBK^7 1 A(3!)»2©i«lt fifflB»i«>Ji« 

JfP^^^ts^t^ tt>«riB«««F#a 
a^BirSB^ 2 ^ut^b^attmriE^ ^^-/^{-{i^^ 

tt, r^b*^fb*asr^^*^a-/u*i5ic»iift-r5o 

[0019] 

co7^t^S*i:j5i:T, t'— ^Wit&aSBoa 




7 

2^»SET-S:ttl^i-5o r<Z>»2<£>KBm*, IB 2 <£>i£ 

i <z>a«#aa* c 2 coBE^&sfrr 5 

fc, Jttt*®^«i^BBE^i:^2^BiE^tSritttL 

[0020] *36M<^JB2^ffi«lc:J;Sfc, ^7^ry 

fcfcoflfcSffi (ff?2(£>Hf^ft#J£:) tf>^£r. *fls»a»& 
*Jiaaffi(j:Kttf^^3.— /v»^<iA.S <fc 5 I- LfccT} 

[0 0 2 1 ] 

C9 = y x y 5> & IB 3£ -T S <E> f- - if* v- ^ x 

a^2,'t-^^7^Tyh6a, 6b, &U*DV 

DT^— ^8^£*l/CV^ 0 y-Jvunyf 

a — ^ 2 Kf* y ^-/^/i/r^ * ^ 3 ^SftjRSlxT 

V^5o J&l h 6 a idfi, S 

cs i ^ 7x»^^ tt«^fV K9>T^ 

[0022] r*Lb±f£i*-— e** W-W v^^^—^ 
si, R^r^y ^-^a yf-^ 7x 




ffl¥8-3 0 5 6 6 2 



8 

— X S 2 ti, I C l l 0^T^!i7r 

SHJiKl, ISDN*-Cfc5 B 77"!;^— y 3 yf 
-b^Wt^^7x^S2^ T^ir-xffi!jftl«« 

10 Wt^fy^7x^si £*/Bi-5Ci:as-?£5ffiL 

[0023] m i ufc (si) « N ftawai 

;i/3yfa- 9 1 ^y A— ^7V^f^^^gl3 \z.n — 

c^tr^^V^^SriSfiKLT, DVD7 P l/^8l^n- 
Ki-6r tSr**-f5o 5 **attSHftfc* Si 

20 X, ^-"/^CJ:oTSflt6rH, S2^y^7 
x-7i^St5 0 

[0 0 2 4] *3IJI60iJ^J:5x^/>- t*^^-^ 
^^7>T T^h6 ir^reJ-, •fe^n.yx^WlflSrKtt 

^ i ^bMStbS^yf^^SEttiotiffls 

^ Srllf f ft Lt f - if 7 ^ 7>f 7 y h 6 l^fittt So HP 

^^^JlST^^/V' ■ 7=V^ • is? =7$ 

x-r ^ • ^-xx^i^isu^Tf^ m 2 (c:^ L/^davic i.o 
a U 7r i/yx^fVH^^, t^r^yf^ • 

[0 0 2 5] ^/--, #Hifc#Jt£j:57*^/^ • 
t'-fy^7^f^^'^T^W>tlt -th— 

[0026] ^/c N ^mmm^x^fj^^^—f^ 

A, BBE % gE, *5J:VW&^M-r-5«P«*i? 

PrtB& ; ee^3.*-/l' (£Afg, TMASC : Media Access a 
nd Security Card J tV$&) 5 (diK^, ^(Z)MASC5 
50 Sr^-tf^^5-<r^h6ic:«i3iP^IfiBi: bfco -^^/c 



(6) 



4*M¥8 - 3 0 5 6 6 2 
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r^MAS C 5Srfsrtb3&^f—bf >^^7>fT^ h6 
l^ttsr i:(^J:9, BUflaOTi?- — tr^ ^ "7 4 Y 6 
o T t> mm<OD— tf* ^r^g-T 5 r <h ^ pTSg i: # 

6o 

[0 0 2 7] #Jl^J{;iJ:67^^ . ^--^V 

BE^Stt. IS0/IEC9798-2 id*ffiLLfc 0 tfl* 
3pmLfc 0 Iff^S®;^*. ISO/IEC 9979|;ii1S«l 10 

DVB ^56^— SfPSr^HbTffifflL^o 
[0 0 2 8] Sfc, ^Hffi^flici^^v^^/i- • isr—fy 

[0 0 2 9] <1^— lf^t&W#fflflV^'7 L A<35«^c>?fe 20 
If— ^ft^fflji^x-k l W\ If— /UO 
>f/W 3, T^^/US^fflSl 4, KSEgBi 5, fig#r£L 

sas i 6 , itffsgc i 8 , ^nmm^EM 20^ if— 

[0 0 3 0] fg 1 £7)^1^X0*1 1 (7)Sff^S t IT 

^fA^^-^C, mi£^N£;^LT1f— tf;*^ 

[0 0 3 1] a.-f/P77>f/H 1 M\ ^MASC^) 

7r^W2U, ft^kStbfe^ft^^^vyRV-?: 40 
tv^OID (WF/HD) *»#it*S-r — ^— ^T* 

-f/H2 £*i/tv ^ =1 yfy7 Sr8'J<z>«S:/B^T 

2, 1 3(^»#j*ix5 = ^'7 i >'!ytt, — ^mm^nm 

2, 1 3 {CtSilWSixS^^^^^fi. WMPE 

g- 2&mz£ ^J±W^*$nrv>^» 0 50 



10 

[0 0 3 2] 7 s ^^^f*Wl 4 ti\ tf^*f"T5 

[0 0 3 3] IRBEgp 1 5 fct, t"^»W#fflJV^ 
1 i^fcfLTSHf SrfroT^fcIf— tf;*^ ?4 T ^ h 
* flfcB* (DMA S C 5 j&S^ — If -fn ~7 r 4 ;v 1 
1 (--^(D I D^l^JtltV>5 if (DM AS C 5tfe5(Z) 

[0034] Lt©a*?s4»2 o w\ 

5 0 «^*»£LT<o»?3Wi 8M\ KBEffil 5i^fe 
ttSMASKCD«BiJ(^V^« (»108) ^— If 
^*n^r>f /H 1 CIg$tltl/^MASC(7) I D^e> 
4*t5iHI^ #7*-#77>f^l2 f 13 1^ 

[0 0 3 5] If— t^/n/W^I DfEttgfll 9 r 

^JifWfflJ^^^ACO I D (If— t^^tiy^^ I D : 
I DP) ^LTl/^^^yTfc5 0 
[0 0 3 6] mW%X&±m$$l 6f*, — (toy*— $ 7 T 4 
;v\ 2, l 3^c:^&^$^^TV^^=l>'7>'^Sriie : Sa5l 
B\ZL*$\t^X£$LZfrtzL& 4 h/H D(^S<5VNTlS7ci~6 

2, 13 [^Mt^o 

[0 0 3 7] «JE*r* >f*7l7lt r ©«JE»f«!!a»^ 

#iit, if-t^^ y^r^ h-y^T^<Dm^mm 

[0 0 3 8] (U4ic:^i~J:5(-, if— e^^^^rr^h 

flf^- ^2 3 ^—y^U^i/B^^^y-J^CD 
^■-7>C8i^/cCATV7 W 2 6 L 
7=V^^ K^-fy^i, CA 

JKSixfcT*— ^■fev^^ 3 8 c^x— ^iru^^3 
8 (^S^^nfc*^i: LTc^lf— tr^^ yJTi/ h 6 

y^t ITOMASC 5 S8SJIHN^S5ttSixfc ; ef f 

[0 0 3 9] 3 ^7#77yrt2 

2 j: o Tgm ^ nf^m^&mm^&m.miB]ffi 2 a t, 

fift57 = -^2 5t^ AIRES *LT0^5 o 7=^-^ 
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2 S^a^flB^H*. T-#tl/^^3 8(7)Jgl3^^^ 
[0 0 4 0] CATV7W2 3I1 ^ — ^V^^g 

So 

[0 0 4 1 ] -ytm^^ K^-f ^4te, y=-^ir U 
^3 800^4 ^^^^\cmm^tht^^^ — V3 5 10 

^^#^^^^ttfc^-^^^p-rS^lIlS§3 4 

Tm&M£faf^-?&mm-rz>mm\B\m3 2 ten 

5rW3 3h 3t««^-Y^^ 3 0 4rHlteS^5i: 
t fei^bV^T >yzf3 1 S: h^^^S-frS K^-f ~? 
EI&3 6 «J*$;h/C^5o ^3-^3 3^* 

M^tt, f »^ 1 1/^ ^ 3 8 3 ^ {^i^tl 20 

So 

[0 0 4 2] 7*— ^ir 3 8 te\ « 1 75 3 

»Wt5^jy^SWli: % ^4X^5C0fpTtb^<7)ra 

[0 0 4 3] f-t^^7^7yf6H r-?tl/^ 
^^5^^^^[Cig^tl^DL40, ^FCPU 30 

4i, w^^4 2^ *4 2icmm$ntz 

Sf«Sixfciif«fcfflMPEG#ftiiiK4 4fc, roHifftfll 

MPEG#fi(Hl»S4 4{JlffiJBfc*nfeD/AaElftSS4 7 

fV;^7 9 l/^f'4 3HM^^fFfflMPEG 
f*S(H]fc&4 5 4:, ^(7)^^MP EGf#SlHjS§4 5 
SBc*nfcD/A3Eljiag4 8 4:. P5MPEG#ftlslK4 
4, 4 5icggjR$ixfe:raSaiHlBS4 6 i:, ^hCPU4 
l ^ttSttfcir^^^ T2— Yttfar—zfA'A 9 ir, 

A 5 7 Cii^ttH 7x-^ 5 0 t^b, ffi 40 

[0044] DL40I1 W7^ySl"efc9, 

S»3fiE^fc^o S>^4 2liCPU4 i fah<Dm^ 

5^^C0ff^^^/^^ P ^^^4 3(dKgg-rSo * 

fc, ^>fs/^4 2W, cpu 4 i^e>coJB*i-iC^r. 

EUSSrlHKo 

[0 0 4 5] FCPU4 1 fi. I^*^7-f 
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hCPU4 1ll r-^tl/^^3 8d^$(|Lfc3y 
x ^ y ^ *Bgp -*Hb $ tur ^ 5 ^ if 5 d>S:»tfft S o * 

^ 3 8 fa h (Dig ^Ute^^^^^P^A 3 iCffijteSii- 
5JB*S:^-f s/^-4 2M*fLTfrV\ «F-S§-ft;3S*£;ft/r 
V^S^^fon^iMAS C 5^^(7)m^lfe^^^/^^ 0 l-' 
3irga*c*^S»*S:^^ s^4 2i^LTfx? 
tirti-, MAS C 5 MLT^bti/TtSo * 
^^fCPU4 1 tt\ MA S C 5<7>m'0C PU 5 1 

\s9 9 fah^m^U^^^^^^ ^ 4 3i£g3K£i*r 
5Jt^^fl5o tfc, ^^fSPU4Hl 
^ * 3 8 ^ yf y^^t§#7 ^-A?:§:(f t 
MASC 5 i^^LTji*n^fT5o 
[0 0 4 6] f>^f7 B l/^t4 3tt s ^ >^>-^^(7) 

5 0 *Lt, Hftr-i' 7 u-AS:BftfflMP E G#fi 
HISS (MPEG- 2) 4 4{3ltti*JU 
A*W7*fflMPEG#ft0& (MPEG-2) 4 5 t^ft 

[0 0 4 7] M P E G#S(ilgS (MPEG-2) 44, 
4 5tt, MPEG*»"ejE*8Sttfc4*©««"Ci||«S 

tS5£i-SlHlBSt?S>So rtbe>MPEG#fi[HlK (MPE 
G-2) 4 4, 4 5 t£*3^T7*— 9 7 ,Aco#g£r1~ 

Lt, *MP EG#glH]SS (MPEG-2) 44, 45 

[0 0 4 8] pfftfflMP EG#ftlElS& (MPEG-2) 
4 4frb<DMt*\Z, D/AW4 7[:J:ot7tnr 

9 y^Tish 2^SJR*^^TV^5|g^^felTV^•=.^3£ 
B(-r^ttTW^I$^So ; SWHMPEG#eip|& 
(MPEG-2) 4 5 D/AfM4 8^ 

J:oT7tn^ftCa^n^o ^(DT-tnsfm^ 

^ fc° - # ( c fpj \ t T ffi ^ * tt S o 
[0 0 4 9] ^9 K^X — ^/U4 9tt, 5t 

T. hC P U 4 1 i: iot*7 i/^K^t fcti 
SS(-, ^Oir^^^a-raiSf-7'/l/4 9^i;o 

^^nyhP-73 tV^T ^^3 1 CO h 

7 y^^^&ff 5^*ltdS}g7^$ttS^>-T?&5o 



(8) 



^mW-S~3 0 5 6 6 2 



13 

[0050] ^2<D&mm%&i$m2<Dmm^&tLx 

[0 0 5 1 ] JJcid, DL40, ^fCPU51, 
^f4 2, 7s-7 5 6 i^jRSixSMA S 

fl§V^fe;K£<£>J& s MAS C 5"CS>5o MASC5 
te, /t^hCPU4 1^t^)}g/Ti:jJi:t, DL4 0S: 

j£ff-f<5o MASC5H ^hCPU41^7 

l S:Sff-r5S^fT5ii*nS:*!?^ h tt, IS 

SDlPlte^**^*^^^ bT?S>5o MASC5 

[0 0 5 2] jfeio. rcOMASC5H if— C^^9-f 
7yh6^-K^n5/f xJi p CMC i Aflijft 

k** h) ^mm.sm^mm^tbtz. i c^- 

[0 0 5 3] r^)MASC5ft tBSI^^ftJKStb^: 
SMCPU5 1, DES (DataEncryptio 
n Standard) 53, Sft&WfBfElftlflS 5 5, R 
OM5 7, ^:i/Og|5 2, 5 4, RW56fab 

[0054] fflicpu5 i rau if— tr^^ 

6 hMWC PU 1 4 i£ffi«e$;h/r*3 9 , b 

CPU 4 l^bCDS^/SCTDES 5 Si^LT^ 
fb^^HtT^^^o «WCPU5 1lt h 

CPU41 frh<D7 AS:ffii*Pt^JSDTBR&«|5 5 5 

r^K&^^fiixaso Mfcofci: t«\ cpu 

4 1II»LT, ^^4 2W^ 6 fflffllC 
PU51tt, I/OSI5 6, ^y^7x^50St/ 

T?S«S:froT, T^-fe:*lf#, 7=Vv^/U^fc, &t>* 

[0 0 5 51 «R«f*Si:U(OROM5 6ft 
«CPU51 ^*3tt5*afffliC^S^x-^ (Wx.fi, 
SaSMASC-5SrS»g'Ji-5fciy?<Z>a5giJI D, [@W<£>f$ 



14 



B'J««] , ^f^MAS C 5(C@^-c^feC0t LT«Bx.bn 
/^B8iJ«K, [^2 CD®] ) SriH«LT^5**r!J-e& 

[0 0 5 6] Bfc&««IE1gffl5 5 5 ±iS L * 

1E«*|S5 5i*3K*3Vvr, Ii^^^v^ffiX(^f#{b^tt 

10 [0 0 5 7] ^2 COSt^-ft^S, 1^^^ 1 RX*m 2 (7) 
S^fk^Si: LT^DDE S 7f*, I/03SK5 2^^L 

16, atf»l»C PU5lffi5 

1r& 0 des 7^J;9«^tS*tfc3 yfy^ (fffifc:? 
V-^, izl^y \s — -k) fc*. I/Ogf5 4£riiDT, 

20 If— tf^att^J^^-M tf^^TV 

[0058] if— trx^^^r^ h 6a*i>— tr*»ffc* 

6 ilf— ^ll^iBa^^^t^MSrilS-SS ltS2 
30 [0 0 5 9] ^7"^^«#i3im»J»*ai3l) 5fc-f*«J 

coS^S^oV^Tl^P^i-^o SI, S 2(7) 

[0 0 6 0] <S««^tt^i«v^fgjttfl£{c:j;-5=i^T- 
40 Vy«*tt»&«|»>ia5»i. SI, S20», W*. 

^ 4tfi| 3L<Dlttb co® BE^s as i: * S . 
[0 0 6 1] r^»^<oaiffl*l(B«>«liSSrIttMi"Si:. 

— -tm, f-t^^7^7y h6CMASC5 
SrlfAi-So t5t, t-t^^^^TV'heit MA 
50 S C 5 <DW&\1 ID (ID,) %m&m Y> , *«>BK8iJ I D - 




(9) 
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(id,) *i^-tf^«^#fiav'^7 t A^ii*pi-5 0 -r 

l^—tf^ffiflt^ftijV^^A 1 tt % f^MASC 

[0062] [r^ir;*i?#] ig 5 trfctts*^^^^ 

SiLt, t-t^^ 7-{7y h 6 ^fff^MAS c 

sjctt, ^v^— /^m^&mm i d (idj , ibb'JAI 

K i5 SUBSET V Xi, EK (X) 35S^|:»»Stit 
[0 0 6 3] IfH r0DMASC5^f^^ 
1J— tf^Jft«*ffll^^'7 :L ^<Z>BSB'J I D (-^— tf^^n^ 

>r ^ i d : i Dp) ^A^i~5 0 tat, EI 6 ( 1 ) 

^fiij f 1 A^f- ^ 7 r /WT ^ -fe * K* =» 20 

^xaoirbijid (i Dp) tf-tr^^7-fryh6 

(7)»giJID (7K^) fcSrilg^L £rf+bT, 

H iBaiS:*^)^^^^^^^^ WW D (IDT) 

[0 0 6 4] [ggfiBGfS] 0 5 ^ttS&O^s^O 
2"T?fcfc, i^ — t^S#t^{|ijvx^^ 1 ^i:^^— tf^^ 30 

7-fry h^BBE&asrffPo r^f-t^^7>f7y 

^(-HfT^tb^o " "CH IS0/IEC 9798-2 &r#Jffl U 

s ra t?a v Mr a 8?* <z>«t* — * a* ibi - -e s> 5 

[0 0 6 5] 1^— lf^ffitt*fld^^Al ^T^ir^M 

roBE<^fc«)^iiff tt, S2-fy^7x^^bt 40 

[0 0 6 6] tf^fflHJfc^ftiJi^^A 1 — s< 1 0 

si (D , m^mm 1 8 1 gt^/s^ 

fflO 1.8 211 Sff ItMAS C»BU 1 D (ID,) tf? 

-^o^r-OW l KfM&£*v0^5r t S»B 
U 3.— ^P7 7>f/H 1 rtCOSBKRS'J I D (I 

ot^^t^UBbimb K^^fig-rSo 



0 5 6 6 2 
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ID (ID,) t^— if^a^r^f/H i rtjrsssn 

TV^^fiftgiJ I D (ID,) b&m—'ejb&VRy. MAS 
C 5rt<Z>ffiB'j«Kii:£< mt? 7-fT>- hmwmK^ 

[0 0 6 7] rntl^B^, 1^— tf^»flt#ftljV^-^A 
lrt©a»Ma2 0tt, a*RS:*^i-So -<£>a»: 
Rtt, I8BESI5 1 5fc:A;*j£*b5 t t fcir, 
tA^J^tt^o t^UOtt, ^(©a*R^— trjx^ 
y^T^V^f^'r^^—^B^ [t-e^^7^7 
>- h 6 <£>!&B»J I D (7KI/X) t*9— tr^SW#ffiSV^ 
"rJ^(ommi 1 D (I DP) tSrSg-frLfcfc^] £Wt 

v-^^pysfT^he^mm-tz (2) 0 
[0068] i?-— tr^si#t#{ffl^^A i fab&mmt: 

iR^MASC5CM6o t5t, MASC5fi, M 
ASCRB'JID (ID,) i^SR^tt, 
fflBiJ«K,irj:oTie#YKi-S;:i:irj;0, $2<Z>BEE 

^^W5 0 t^t^^7^7yf6^, :o|20 
I^liE-?- ir i>— #«#fflS v"*^ J^(DT^ 7- 4 * — U 3 

-r (3) 0 

[0 0 6 9] ^.(Dty^T^ hffif«SrSffib^— 

^ Sr. BBEfflSl 5rt<Z>Jfc«» (Jtifc^fk) 1 5 2^R3£ 
•*-*o 5tr, BEEffil 5 rtO* 1 «F^<fc:«fP (^lcORf^- 

fb^ik) i5in t-t^^7^7yh5^^(ii 

fcMASCf&SiJI DtfSL«38^«B5 2 0^feS«bfca« 
R^^LT, mSr«^S|Sl 8 2(rT^fiK*tbfe 

9 , * l ©BEE^Sr^fiEtSo % 1 fflp-§*fb» 1 5 1 f3\ 
r^l^BBE^SrHsKSl 5 2^LT, 9t\^Wtl£ 
b^2^BEE^tit^^ J fr^ 0 5 2(rjoV^T 

WBSE^-ds— SSci-tbJi, f-«^7-f7>'h5SW 

^^7-f7> hSriiff S*#t bTBEEb, &<D&im$: 
"imt-tZo rtt^WLT, I^BIiE^-^abT^a^ 
^ir^, WASC 5{d*tJS"*"5M&;B-7*— 
Si^TV^*v^^^— tr^^^>TT^ ht?*>S i:*iJBFfbT, 

^»«^fi£SH5a**-^fiBa«Ki^#ftbfcB 

*K^i:Ut>, fl^lBlJ«K i <z>rt*S:*pe>ftv^Pfi!9, 
BIE^Sr^fiJci-Srttt^ffi^fcSo BKE^g 

iffAz-CU^SS^trii, COBBE-7-{r»-rsa»CRfiBBE 
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SRI 5 Kir y h^tlXV^^^(DX\ m%mM^VWi\^ 

|; [0 0 7 0] /£:Jo N -tf;*^ ?4T> h — tT^ 

#&An*^Tra*R**IBS:3lfTi-5i:i:l2:J:9, if— 

[0 0 7 1] mm^v^^T+ffl^^&^y ? 

tes mm^co^mr/^^V XACi 0R45 o 
figT/V=f y XAi^DE S (DATA ENCRYPTION STANDARD) 

[0 0 7 2] 

SL^R : 32 If y h 

MAS Cf&S'J I D : 32 M E C B A^KSM-fiMS 9 3 

fflS»J«K. : 56 try h 

v^^iKM : 168 t^y h (56 fcT>hX3) 

f-— ■tr^StW#i!W^ / ^'7 L ^ 1 OflJJB* — K : TRIPPLE EC 

B (ELECTRONIC CODE BOOK) (jBBUe^fifc, £LSfcfe3c) 

Ih-tf^^^^T^hODftJffl^-K : ECB(SE#yS) 

D (IDT) WJStS^^f^ (flf^t^V^^ 

x^xm^it-r^o ^lt. s i>< ^^^zn-^^^u 

[0 0 7 3] ^^V^SrSttStofef— tr^^9>f T 

fty***? 3 0fcl#£&4>a\ ^*CPU4 2C« 
-to hCPU4 2f3roD=i V-r^^dSBt-g-fbSttT 

v^&VMf><£>"T?fe<5 £#?#t IT, *>T s^4 3 4tt*— *ir 

^V/l^-^l^-^ 3 {ZlTBIfe^l^— -kir^^t"— -A 
i^(Bt**UT, **MPEG#fi[eIB84 4, 4 5CT# 
DA3E1MS4 7, 4 8CT7tn^l^» 

[0 0 7 4} fcpu4 i ^yfy^^ 

«*t5*7l/- A*SS*iit?S{^> MASC5rt(Z)SI 

iSicpu 5 i fdi!£a£rfr5o ^^fflcpus ltt, ii 
?yMSx^gf5 0 tut, r 9 ^hffix 

^0{c:*S WCPU5 1 tf\ *7fCPU4lC 




4$fH^8 - 3 0 5 6 6 2 
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[0 0 7 5] <-ffli<D*v hy — ftCXZ-t^^^m 
«WmWJ»>ia7tt, SI, S2CD^fi£r, ffij|ftgg^ 

[0076] z<Dm&<omm^m<DW»&siwirz>b. 

10 ft^OidflJffl*^, f-t^^7>f7yh6l:MASC5 
^r#Ai"5o i~Sir. f-t^^7^7yh6^ MA 
S C 5 <7>f^BU ID (ID,) S:SS*«l 9 > ^<09LW1 I D 
(ID,) tr^«tt#«V^^A^ii*Pi"6 0 i~ 

<5 £ , i^— tr^Jtet^flo^^^ a i te\ {pt^coma s c 

Allt 1^r-tf^i-i6tS!*«i (KG,) SrtJ— fcr*^7 
^7yh6i^t^ 0 5 (at, f— tr^^v 

^7yh6f^ (kg,) SrA^-fSo *<z> 

20 V3>«riJ-— 7^7^ h 6 l-fnltfTlfi^U BR&-> 

^<om (kg,) ^mmvx^^'r^^^A^'t 

[0 0 7 7] [T^ir^S*] 0 7^*5**5**00;*^ 
f-t^^7^7yh6|j;, B8|OTf 

[0 0 7 8] [BSE«ia] El 7\^\i^(D^T^Zfl 

30 2 -m, f-— \f^m^m\m^^T a i ei 8 j^-r ± 

[0079] [Hia^S] m7\z.&ft%>fr<D*Tiy? 

nm i^— t^^«#{ioi/^-rA i \^ Ei8i^7^-r 
&o\z.. m^it^^T^^comyvm^m (kg,) com 

^^^(c, S 2>T l/#7=^— ^Sr«EoTfTt>*i/So 
40 [0 0 8 0] g(lib. tf ^ffi#t#ftij^^r*^ 1 tt, 

-t^^7^7yf6 CM^teMAS C 5^ff b 
T#fcMASC«glJI D (ID,) ^7^7^h 

hfflSU»K 1 «^<toTlJ-— tT^^o-'M^I D (ID 

6«)SSBIJID (7KM if-— fc^JIW^ffiiJ^*^^ 
50 <^S6giJlD i**&^Ufct>C0) Srttlt, 
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MASC5Ciilft§o 1^— tf^tiW*fllJ^x^ 1 t>* 
fe<Z>Bfip-i-fk«W«^> MAS C 5 l-*5^Ttt^b£*U 

>^r h/MttKGuJ&sftbax^o fitf** s i-r ^z^^- 
[0081] ^(ommm^m<D^m^, m9<Dmf&7* 

y?RTim 1 0£>1f TVw- ^^yxj— Mc:£<5^ 

[0 0 8 2] H!l Od&l^T, ft^C0^^^7°2 IT* 
tt\ 1f-t^S#^{B^^x^ 1 <Z>«WaSR 1 8 rttcH 

StirO^^-f h/Wil&Jfc'lh<5 F;H D (IDT) 

ID (ID Tj) £r^2-eX^itl 8 5 ^S^^TBg 1 -^ 

<bu f/hb m3<7>m) kg^w§ c 

[0 0 8 3] ft^fy^2 2T1j:, tt'ffaSM 8F*J<£> 
|g 2 ffT^bSH (?g3<7>ll£^fb^Jg) 18 3lt If- If* 
/p/V^ I DlEttSBl 9^^S:mL^^-tr^^o^ 
*f ^ID (IDP) »2*£j*»l 8 4*»bg«L 

fcsp 18 3ft BBEiaa^icisvNT^ i «^^B;» 1 8 2 

ih— tr^^n/^^ I D (IDP) m*94 h^«KG 
uSrufiHUtU if— ^1 0(cte^-r^> o 1f—/*l ott % 
gtf^ofclf— \?^-?xis<s{ $r 1 DSO^^ h/l^iKG 

[0 0 8 4] ^7f5//2 3t1t If — yZTspy^T 
yf6(i, if— tf^^n/M^ I D&t*^ F/ViKG 
,j<^l*^t;1S«SrMASC5(c:|Eaii-So MASCSrt 

(vmim^rim m2<D&&itm 101 (dess 

3) MASC6(^)ROM5 7(^a^^t^6WJ 
ilK i ^fflV>Tr^Rt^tf«S:«^t:b. if- -tf*;/ 

T\ rot-lf^/o/W^ID (IDP) Srtfctfctffl 
0 2idir^ h-TZo 

[0 0 8 5] yk<D^y L yJ > 2 4 MASC6rtC0lt 
«»1 0 2f*. jR 0 1 ^JcoT-fersy h£H 

fclf— tf^^n^^i D (IDP) fcT^-fexK*^ 

>t^id (idp) 103^, 5 „ tit, m 

[0 0 8 6] ^T5/7°S2 7m^ N gfg^tETfc 




^Hl¥8- 3 0 5 6 6 2 
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^1 of;i$Gi££*x£o 

[0 0 8 7] S^f^7°2 8m If— tf*»W#ffllJ 
i/**rJ*l 69lf— s< 1 0f3\ ^2 0f-^{fc;ffl$l 8 3;&>kg 
ttBtofcif— tf^n^ ^ I D (IDP) V 
/HftKG^Bff^ffcti?**, S2^y^7x-7^L 
TttMASC 5fiiJ^ga^5 0 40j31^X5/ 
/S2 3 {cM&tl&o 

[0 0 8 8] rixi-^t LT. ^r^^2 5T1t MAS 
10 C6ft^^/fSW3ffli:b^ SifflHHbSpio 
1 {J:*5V^«7cSnfc^>r h/HiKG lj ^S*2ffi-§-fli«F|5 

(fU 0>«*Hfc#«) 104 (DES5 3) t-ir^h^ 

ns 0 *r*x Sff^r«B"t?*>sg , ^tf— 

if— if^fitt^fiOI^^^A l^if— ^1 osteal Six 

[0 0 8 9] XTy7 2 6 M*5^T, If— tr^»W#fl!l 
i/^A 1 <z>if— 1 01*, ^^fSWlMCt, 
^ 7 7 ^ ^ 1 2^fo^>< h/HUKGu^jS-f 5^ 

[0090] [3^x^ytn«iaas*Q!a] H7^r^ 

[H 1 0<D*Ty72 6(^llL^^JItTStb^ 0 
[0 0 9 1 ] BP*?, Hill {Z.7fkir X 0 If — ^ 1 0 

ta, f-?77^^i 2^e>sK*tbLfci*-§-{t;=v"7 i ^ 

^Sr, S l^^^^zn— ^*^LT1f— tr^^^^rv 
h6i^iai£i-£ 0 If— t^^7>(Ty h 6tt, z.<o^% 
ft3^^yS:MASC5Jc:tei36i-6o MASC5(Of 
2m-§-fb:§|51 0 4 (DE S 5 3) I*, -fey b Ztlttf'C 

30 ^/l^KG lj *fflv^Tr<z>l^t#•^fc=3>'x>'ysr^a■g'^t:-r 

[0 0 9 2] H4Srfflv^rcott^bSrftfl:«^IttW-t- 

5o ^ y f y ^ SrSitt o ^ 7 r > h 6 

tt. rixSr— S.*^^^ ^4 t-Slff LT^V 
^^3 0J^*#iitP^ -e^^^C PU4 2 (CiaE-f- 0 /Jn 

^ ^cpu4 2^ir(z>=l^'7 i ^!y^sB|p■g-^k:Si^Tv^sfc 

^t^S^filtfftt, JX>T V s ? 4 3 ^MAS CaiJ(C^](9 

^x-^irirtt-^ MASC5^M»CPU5ll:*ft 

40 PU51I1 Bf-^fb=i yfy7iDL4 0SOM/O8 
B 5 2 Sr^- LTB8*a*. DES5 3 (|g 1 ffl^tSP 1 
0 1, »2«#ft»10 4) l£±oT«*Hb8:fT5o - 
^DES53idt*, ^y^7x^5 0Wl/O8t 

y^4 2 {caift six5 0 

[0 0 9 3] =iyfy^lt ^^7f4 2^f)fW 

^u^lf 4 3 ^teaiSix, :^7-7/^^t4 3i: 
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EGf#S0K4 4, 4 5l:T#fiStl, DAf»4 
7, 4 8^TT^-n^ff^(^^$tb5o * IT, Pl^ 

& [0 0 9 4] St *7hCPU41ft ayfyyS: 

fllfiK-rs*^^— ^SrSK^iitfS^, MA S C 5 f*)0D$<J 
»CPU5 11^Ht5o r<Z)9JfCPU5lH il 
^PCO^^r^^ v F LT, SR&1S«IE1t»5 5rt<Z>K&# 
l>^h«XSr«J|[-t-5o *LT, l^i^^Mx 
J&SOK&S ascpus 1 ft DE S 5 3 *-J;£1g 
^bSr^Jhi-Si: ttl^ ^fCPU41{^LT^ 

[0 0 9 5] d69 £ 9 C *5IJfifi?-!|<75^— laaiftia^j; 

^<£>^>r h/HUKGufi, MASC5fi|:lI$}lfci 
(fflSUttKi) K J: oT»f*fls£;tx5 
^bSixfc«Sr«SLfct LTt>, h/^KG,^ 

ffl.it 5 0 

[0 0 9 6] (n— #/WR4k«yi) &t-> s^^^fflf 
ffi S » MiKS*HI&;& ^> ^ F ffiX <^*p» & fp 

^/y F 6 j^ki*-— tr^ffi#t#flBv'^-7 t iN l ^»lt, 

t\ •^—^^mm^W-y^J^ 1 Kft MASC 

[0 0 9 7] [T^ m 1 2K*5W-5»iO<£>;* 

r^3im f-tr^^7^7yh6tt, 0131: 

ft tr^aw^ft^^^Ai-^^H^^^hteJi 

JPSsft^^^K, WMASCit^»IID(I, If— 
D: I DP) kf-~ F 6 <Z)»»J I D (T 

[0 0 9 8] [BEJaffi] Hi 2{^*5tt^^09^^^^ P 




^H^8-3 0 5 6 6 2 
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3 -9-— tr^ftW*^^^^^ 1 ft 113 (Cth 

i~J:5C if— tr^^T^ h 6£>SSBES:fT5o 

[0099] [f^?^i*J0!iauw4* * v hffi^ 

•ii«La] Hi 2{d*3tt5«k<^^'7 i ^^ P 3 3T1t If— 

^T^7 D S3 4T1t tr^s#t*<W^^x^ 1 f- 
±5 Hitx^M^ftLffl^sffipJxS (Bi3# 

10 RH) 0 

[0 10 0] fiP^, 3-— tfi^iS^ yfe— ^<^f8BEtt, 
it— ^Stt^fiiJ^^^^ l tif— UT^Y 5 

awififASriaitu a^n-cnw^H^^if^^av 

fr^SriS^-rsfc*^. fflv^£>*T,5 0 rrm I so 87 

31-1 CS^< MAC (MESSAGE AUTHENTICATION CODE) ~)5 
20 [0101] If— t^Sitt^ijc/^^^ ! (7)^v?^/^ 

lfcir&ffift$tyl/#i&(D7 : '—<?^X2 y# (DATA OF MENE 
Y) 14 OS:, iSlfffl^U— ^FCt&iWi-So ffiftXV 
^9fe<D*f<—#^X2 yJ? (DATA OF MENEY) 14 0ft 

^iMASC 5^c:oV^T^PSSMIH]»^DT 

-fv^ y ^ vh^n^as (iv) laoTf^ftis 

(^^^3 3) 0 EP^, #10R[H|I81 4 2ftU« 
^ 3 Pf^-ftgp 1 4 3 i£*5^t\ ^mES-^- (IV) Sr^V^ 
T, i** !> y #i[<7)r-^ y ^ (DATA OF MENE 
30 Y) 1 4 0^Bf^$tb^C0-efc5 o r<Z)J: 5 **£*0! 
S^gr^S^* (MAC) ft 1J— tf^Jitt#ftiJ^^ 

-^Ftt, S2-fy^7x-^^LT, 1^— tr^ 
^7^7^h6 (c3£#$tt/cMAS C SiC^ff 
4) 0 

[0 10 2] MASC5H SfS UfciUfSffl^U— 
fc»UT, 1^-t:^ti#t^«v^^^l{|iJtf^--^SSr 

t?9o fin^> ^mffl^i/-^F^ib«3te^^^^ftt^^ 

40 — (DATA OF MENEY) 1 4 0 &rgc^£B1~o * 

IT, gMdLORlHlB&l 0 6 &t/flf-^fLlH]S§ 1 0 6 (DE 

S5 3) td*3o^r, *5te«Knu»ciCDT>f ^ y ^ > 

(IV) SrfflVNT, W^E^^^^ffiT 2 -^ 

# (iv) a^-efcixft xm-m#Wisxy L 

M.KDy'ji/Z^m&^l 4^^^ttTVN^)ii# (I 
V) MLTV^o Jt«10 7i^V^T, S 

^^a^^fiSc^nfcMAcc^fit (mac ) tskm 

ffi7WAFCM^W:MACl 4 XCOmt^mk^' 



(13) 



0 5 6 6 2 
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TA OF MENEY) 1 4 0 j&SjE LV ^gg^— 9 TfcS £ *JBf 

BS&ra«ffi1fi*P 5 siz.&m&tix^zm&X'} 

[0 10 3] K±^>^*, ^-^ilUfffl^l/— AF^ 

r^****^***:*' na^«^*9^ Hex 
[0104] ro^^/^s^aia^ffiv^tus^^^ io 

Bf-SHbSOS : DES 

5£« : 56tf ;y b 

MAC : 32 fcV F (64 tT> h ffi^? COfc32 tf 

[0105] wh, ^—^^mm^-miu^T^ixwm 

>f WHBKG 1 <z>j£#ttMSr£ffoT, Bf^tSrbiffi- 

(10-7=— ^^r-f/^) , flfc&£>7*— 9?t4 Mzjsm 1 

ton i 4 ^^acomitiir tt, fl^raa l 8 <£>|g 2-^* 
^^-185 iitMff^aas i 6 <om 2 1 6 3 

?>T\ ^ ^/HliKG Ij ^Z>^{^:fflv^e ? i^S»2^^^ 

*i63, i s 5tt, m^%r<Dmm^£nz>o 
[0106] hi 4(omm\tmwm9-f^i 7tz.m7£& 

5o HI 1 4 <Dmm<nx?~ % z/tf, wh, 
%fr?4 h^KG^i^JroTBt^^^KUfcff^^T 1 
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7c, 8lf^7r>f;n 2*l0r^77^/vit5 

y f S W 5 S:g 2 7 7>f M>l 1 3 So r 

jg27 f -^77-</H 3Srl0r-^77>r 

[0107] 01 4 (D%±m^\j^x^j)o)^"r ^y" a 1 

h/HD (IDTJ fcX^T£j*S;K;fc#>f h/H8 

[0 10 8] ft^7iy/4 2tU U"f—9Vr-iJ^ 
1 2fci»iift$nTV^SBE^ h/HjiRGt^/S-TS 

fft-s-ft^v^^^sriiHSftoaai 6^-^gi 6 1 

i-ir^ MX, h/HBKGtfcS-Sv^Ttt-i-SrfT 

[0 10 9] Tfc<0*TyZf4 3TU «ijE«f^S^l 6 
<£>fg 3 mSLtitn («3E«f*«) 16 411, *T7*— # 7 T 
^/W^^^^$nTV^^fprtL^CD^>r h/W D (ID 
T 2j ) Sr^2-^^^«l 6 3{^J;i9Bff^kbT, Sr*>f 
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